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Abstract— This work proposes a hybrid edge–cloud telemetry 

system designed for Formula SAE applications, enabling reliable 
and adaptive vehicle monitoring. Combining an edge computing 
node (RPi5) with a cloud server (Microsoft Azure), the system 
delivers quick telemetry through WebSocket for low-latency local 
networks, and MQTT for reliability when network conditions 
drop. An algorithm monitors network performance and switches 
between communication protocols to maintain data quality. 
Telemetry applications provide dashboards (Node-RED based) 
and a time-series database (InfluxDB) while cybersecurity (mTLS) 
and network rate limiting are also implemented to ensure secure 
and stable network access. The system is scalable and modular, 
making it possible to support more sensors and telemetry nodes. It 
is suitable for both real-time on-site monitoring and remote 
telemetry analysis.  
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I. INTRODUCTION 
This work presents a hybrid edge–cloud telemetry system to 

be integrated in a Formula SAE car of CalPoly Pomona [1] (Fig. 
1). The system uses a heuristics-based algorithm to dynamically 
switch between the Message Queue Telemetry Transport 
(MQTT) data dissemination protocol to the cloud and the 
WebSocket communication protocol for edge computing 
onboard. The designed switching intelligence performs 
assessment of network quality parameters to select the proper 
delivery method according also to the priority and criticality of 
data to be transferred. The hybrid approach improves fault 
tolerance and stability of communication, hence resulting in a 
more continuous and reliable flow of data for vehicle telemetry 
towards roadside and remote dashboards for monitoring and 
controls. The framework adopts a time-series database and a 
dashboard layer to record telemetry streams and display data 
over HTTPS. The approach is replicable on different kinds of 
vehicles, since it relies on vehicle telemetry systems. 

Formula SAE cars are high-performance vehicles which 
generate high-frequency sensor data that must be delivered 
reliably for diagnostics and driver feedback. Many telemetry 
solutions often have difficulties in adapting to varying network 
conditions and environmental conditions to provide in-depth 
analysis and diagnostic. As a matter of fact, remote transmission 

uses a single communication channel which represents also a 
single point of failure for real-time data collection and analysis. 
Our system can switch between protocols and connection types 
to ensure strong data delivery and enable adaptable services 
whenever a local edge network or cloud connection is available. 
In our design, we provide a practical and modular telemetry 
architecture that supports real-time monitoring, driver 
dashboards, and integration with existing vehicle electronics. 
Design choices support operating effectively in different racing 
environments and scaling to multiple telemetry nodes as needed. 
For example, in the case of hardware failure in the edge node, 
telemetry nodes select a fallback point that enables an alternative 
connection to the cloud computing server, and vice versa. Cloud 
computing services provide historical analysis and inference 
according to more sophisticated and resource demanding 
algorithms, such as machine learning and statistical methods.   

The main challenge addressed in this work is the 
development of a strategy to selectively forward data according 
to the most reliable communication method under different 
network conditions. Criteria for selection estimating latency 
during data point streaming with minimization according to 
latency feedback, signal strength and available bandwidth. 
Additional design choices include scalability (more telemetry 
points to be collected), modularity, and integration with the 
current Formula SAE electronics and power system. 

II. DESIGN CHOICES 
The telemetry system is implemented as a hybrid edge–cloud 

framework for a Formula SAE vehicle. The heuristics-based 
algorithm monitors network availability and switches between 

Figure 1 - Formula SAE  



MQTT and WebSocket communications. When a local edge 
network is available, the system uses WebSocket for low-
latency streaming to the dashboard; otherwise, it connects to a 
cloud server hosted on Microsoft Azure, which acts as both the 
MQTT broker and WebSocket server. Additionally, if the local 
edge network under WebSocket falls below certain thresholds 
for latency and RSSI (Received Signal Strength Indicator), the 
communication method switches to MQTT and utilizes it as a 
reliable publish-subscribe protocol (Fig. 2). 

Sensor data from the vehicle is continuously collected from 
ECU and transmitted via the selected protocol. Data flows are 
selected to ensure reliable, continuous telemetry regardless of 
network conditions. Under MQTT data streams, the telemetry 
node publishes data to be subscribed by the edge and/or cloud 
broker. In our prototype, the framework utilizes Eclipse 
Mosquitto MQTT broker implementation, which then passes 
data to the Node-RED middleware for in-depth processing. 
Under WebSocket, the data travels over TCP directly to the 
Node-RED. This data is then processed and sent to a cloud 
broker, allowing control from both an intranet and HTTPS. The 
method supports scalability and integration with existing vehicle 
electronics, allowing bidirectional telemetry and live dashboards 
in various network environments. 

III. SYSTEM IMPLEMENTATION 
The telemetry system is implemented as a hybrid edge–cloud 

architecture for a Formula SAE vehicle, which enables adaptive 
telemetry based on network conditions. Vehicle sensors are fed 
into a telemetry node, alongside the primary ECU. Each node 
wirelessly communicates via a wireless access point (WAP). 
This can either be the edge broker – e.g., with the Raspberry Pi 
5’s intranet, - or a device’s network hotspot. This information is 
sent to the edge broker, and then it is forwarded to the cloud 
server. If there is no edge node present, any device’s network 
hotspot can forward to the cloud broker.  

For the utilized hardware, a Raspberry Pi 5 is used as the 
optional edge broker in this Formula SAE environment. This 
choice of hardware allows this telemetry framework to be 
integrated seamlessly with existing implementations of RTK 
GNSS and LTE in the vehicle. Each telemetry client uses an 
STM32F446RET6 and ESP32-S3, allowing for advanced data 
processing and seamless WiFi connections to the broker. The 
cloud platform and VPN is handled through Microsoft Azure, 
allowing for lower-latency connections compared to a self-
hosted system with low computational power. In addition to 
Eclipse Mosquitto MQTT (pub/sub broker) and Node-RED 
(data processing and visualization), InfluxDB provides 
telemetry logging, and Nginx provides reverse proxy with 
external connection to public domain services. 

As for cybersecurity, data is transmitted over a public 
network for the Microsoft Azure server environment, hence 
requiring additional hardening. Mutual TLS security protocol is 
implemented in all telemetry clients and brokers; password-
based access controls are required to access any of the 
dashboard’s device controls. To access the internal dashboard 
tools, a VPN connects the terminals of the communication. 

Finally, a Nginx reverse proxy rate limit is used alongside 
Azure’s DDOS protection tools to aid the protection of backend 
services from malicious attacks.   

 
Figure 2 - Connectivity map for edge vs. remote telemetry. 

IV. (ON THE) ROADMAP 
This framework is part of the active implementation in the 

Formula SAE car associated with California State Polytechnic 
University, Pomona. As per each year, the vehicle and this 
telemetry system sees hundreds of kilometers of use, 
demonstrating its reliability and functionality. The project is 
intended to use it in multiple racing competitions across the 
World, from the United States of America to Austria. 

In addition to application on the physical car, this telemetry 
system will also soon be used on other Formula SAE projects. 
The adaptability of this telemetry system will prove beneficial 
in the telemetry & control of the team’s industrial kinematics & 
compliance rig, which will allow experimental data about the 
car’s vehicle dynamics to be recorded. 

Future work may include additional optimizations for 
cybersecurity and edge-cloud integration, as well as further 
implementations outside of automotive systems and robotics.. 
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